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Chapter 0

Prerequisites

0.1 Basic properties of the integers
Definition 0.1.1 (Divisibility). Let a and b two integers. Then a divides b (or b is a multiple of a)
if there exists an integer ¢ such that b= a - c. This is denoted alb.
Property 0.1.2. 1. For alla € Z, 1|a and ala (reflexivity).
2. If a|lb and blc then a|c (transitivity).
3. If alb and a|c then a|(b+ c).
4. For all integer ¢ # 0, alb < ac|be.

Definition 0.1.3 (Prime numbers). A prime number is a positive integer p # 1 that is only divisible
by £1 and +p. The set of prime numbers is denoted P; P = {2,3,5,7,11,13,17,...}. A positive
integer that is not a prime s called composite.

Theorem 0.1.4. There are infinitely many prime numbers. Let w(n) be the number of primes smaller
than n, then m(n) ~ n/logn.

Remark. So informally, the probability that a random integer n is prime is about 1/logn.

Theorem 0.1.5 (Fundamental theorem of arithmetic).
Every nonzero integer n can be written as a product of primes:

n==+1.p"ps?...pt*, pieP, a;eN.
This decomposition is unique if p1 < p2 < --- < pr and a; > 0 for all i.

Lemma 0.1.6 (Euclid’s lemma). Let p be a prime number and a,b two integers. Then plab = pla or
plb.

0.2 Asymptotic notations and complexity basics

f, g real functions, g is positive
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e f =0(g) if there exists a constant ¢ s.t. |f(z)| < cg(z) for all sufficiently large x.

o f=o0(g)if f/g — 0asz— occ.

o frgif flg—1asxz— oo.

e f=0(g) if there exist constants ¢y, c2 s.t. c19(z) < f(z) < cag(z) for all sufficiently large .

o f=Q(g) if there exists a constant ¢ s.t. f(x) > cg(z) for all sufficiently large .

Some properties:
Property 0.2.1. 1. f=o0(9) = f=0(g9) and g # O(f)
2. f~ge f=(0+o0(l)y
e The size of an integer a is the number of bits in the binary representation of |a|, that is |logy |a| |+
1

e Polynomial-time algorithm: algorithm whose running time is bounded by a polynomial in the
length of the input, otherwise said the complexity is in nPW) where n is the size of the input.

e FEzxponential-time algorithm: algorithm whose running time is exponential in the binary length
of the input, that is in exp(O(1)n).

o Subexponential-time algorithm: the complexity is “in between” polynomial and exponential com-
plexities, more precisely the complexity is in

Ly(@) = exp(O(1)(n (logn)' =)

where 0 < a < 1 and n is the size of the input. Note that if & = 1, then the complexity is
exponential and when a = 0 it is exponential.

Example. Addition, multiplication, Euclidean division of integers are polynomial algorithms.
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Modular arithmetic

1.1 Congruences

Theorem 1.1.1 (Euclidean division). For a,b € Z, b # 0, there exist unique q,v € Z s.t. a =bq+r
and 0 < r < |b|. The integer r is the remainder in the division of a by b, and q is the quotient.

Definition 1.1.2 (Congruence). Let x,y,n € Z. Then x is congruent to y modulo n if their remain-
ders in the division by n are the same.
In particular
r=ymodn < n|(rx—y)
& dkeZ,x=kn+y

Property 1.1.3. 1. This is an equivalence relation (reflexive, transitive and symmetric)

2. Compatibility with addition and multiplication mod n: for all integers a,b,a’,b' s.t. a = a’ mod n

and b = b mod n, then a +b=da’ + b mod n and ab = a’'t/ mod n.

The congruence equivalence relation partitions the set Z into equivalence classes:

Definition 1.1.4 (Residue classes modulo n). Z/nZ is the set of equivalence classes or residue classes
modulo n for the congruence relation. For any integer m in a residue class, we call m a representative
of that class.

Note that there are precisely n distinct residue classes modulo n, given for example by 0,...,n — 1
(corresponding to the remainders in the Euclidean division by n).

Property 1.1.5. (Z/nZ,+,-) is a (commutative and unit) ring. See next chapter.

Modular exponentiation

Question: given x € Z/nZ and e € N*, how to compute ¢ mod n?

An obvious way is to iteratively multiply by z a total of e times. The complexity is then in O(elog(n)?).
Another (much faster) way is to apply the “square-and-multiply” algorithm; the idea is based on the
following mathematical property:
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Property 1.1.6. Let e = (ey_1...€ep)2 be the binary expansion of e, that is e = Zf 36122 Then

-1 -1 _
x¢ = H(:U2 mod n) H 2% mod n)
i=0 1=0,e;7#0

This yields the following algorithm:

Algorithm 1: “Right-to-left” algorithm for modular exponentiation
Input :x€Z/nZ, e,n e N*
Output: y = 2®* mod n
y 1
t<—x
while e # 0 do
if ¢%2 =1 then
L y < y-tmodn

e<—e>1
t + t2mod n

return y

Exercise 1. Propose another algorithm which reads the bits of e from “left-to-right”. What is the
complexity of these algorithms ?

1.2 Extended Euclid algorithm

Definition 1.2.1 (gcd, lem, coprimality). For a,b € Z, we call ged(a,b) or a Ab the greatest common

divisor of a and b and lcm(a,b) or aV b their least common multiple. We say that a and b are coprime
if ged(a,b) = 1.

In particular,
zla and z|b < z|(a A b),
alm and blm < (a VvV b)|m
Property 1.2.2. Ifa=p{"...p%" and b= Bl .pn then

{CL Ab— mln(al,,ﬂl) ' ‘pgﬂn(an,ﬁn)

aVh— max(al,ﬁl) . 'pgax(anﬂn)

In particular,

(aNb) x (aVb)=ab
Property 1.2.3 (Gauss lemma). If p,q are coprime and x is an integer s.t. p|qx, then p|x.

Lemma 1.2.4 (Bézout lemma). For a,b € Z, there ezist u,v € Z such that au + bv = ged(a, b).
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Proof. Constructive proof. We use the fact that if r is the remainder in the Euclidean division of a
by b, then
aNb=bAT.

Now let 7o := a and r1 := b. We compute iteratively

ro = TiqL+To with 0<ry<|ri] — aAb=rgAri=riAry
TN = Troqy+T3 with 0<r3<rg — TIAr9=19AT3
Th—2 = Thn—1Qqn-1+7Tn with 0<r, <rp_1 — ThoATh_1 =Tn_1 ATy
Th—1 = Tnqn~+Tntl with  rp41 =0 = Tp_1 ATp =Tp

In particular, a A b is equal to the last non-zero remainder r,,. To get v and v we explicitly introduce
the sequences (u;), (v;) such that r, = u; r; + v; riy1, given by (backward) induction :

Up—1 — 0

° rn:0-rn1+1-rn,so{
Un_lzl

o if r, = w;r; + v;Tip1, we use that ;1 = r;¢; + ri+1. Then r, = u;jr; +v; (ric1 —11qs) =

Wi = v;

Vi Ti—1 + (UZ — V; Qi) r;, so that we take ! !
Vi—1 = Ui — Vi g

Note that you can also write it directly by introducing the sequences (s;), (¢;) such that s;a + t;b = ;.

8():1 t():O

e Initialisation:
S§1 = 0 tl =1

si—1a+ti_1b=1r;_1

e Induction hypothesis:
s;a+tib=r;

Writing 741 = 7i¢; — -1 = (sia + )¢ — (si—1a +ti—1) = (si—1 — ¢isi)a + (ti—1 — ¢iti)b, you get

Si+1 = Si—1 — ¢iSq
tiv1 = ti—1 — qit;

Exercise 2. Write algorithms that compute ged’s and Bézout coefficients.

Theorem 1.2.5 (Chinese Remainder Theorem — CRT). Let n,m be two coprime integers and a,b
two integers. Then the system

z=bmodn

{x:amodn

admits a unique solution x mod mn.

Proof. From Bézout, there exist u,v s.t. un +vm = 1 and x¢g = bun + avm is a particular solution.
1 — 29 =0modn

If x4 is another solution of the previous system then ! 0 . From Gauss lemma, we
1 — 2o = 0 mod m

deduce that 1 = 9 mod mn. O
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Exercise 3.

1. Let a,b,c € Z such that (a,b) # (0,0). Show that the equation
axr + by =c (1.1)
has a solution iff a A b divides c.

2. Find all the integer solutions of the following equations: 7z — 9y = 6, 11x 4+ 17y = 5.

Exercise 4. In a country named ASU where the currency is the rallod, the national bank issues
banknotes of 95 rallods and coins of 14 rallods.

1. Show that it is possible to pay any integer amount (provided that each participant has access
to as many coins and banknotes as needed).

2. Suppose that you need to pay an amount S and that you have access to as many coins and
banknotes as needed, but that your creditor cannot give the change. Thus it is possible for
example to pay S = 14 rallods but impossible to pay 13 or 15 rallods. Show that it is always
possible to pay any large enough amount.

Exercise 5. A rooster costs 5 silver coins, a hen 3 coins and a set of 4 chicks 1 coin. Someone bought
100 chickens for 100 coins. How many pieces of each kind has he bought?

1.3 Modular inverse

Definition 1.3.1. Let x,n > 0 two integers. We say that © admits a multiplicative inverse modulo n
if there exists y € Z such that = -y = 1 mod n; this is denoted by y = x~! mod n.
Similarly, © € Z/nZ is invertible if there exists y € Z/nZ such that ry = 1 mod n.

Remark. If a € Z is invertible and if ' = @ mod n then o’ is also invertible modulo n.

Theorem 1.3.2. An integer a is invertible modulo n iff a and n are coprime.

Proof. Direct application from Bézout: ua +vn =1 = u = a~! mod n. O

Remark. If p is prime, then every element of (Z/pZ)* is invertible.

Algorithm 2: Computation of inverse modulo n
Input :a€Z,neN*
Output: ¢~ ! mod n
sop+ 1 81« 0; while b #0 do
tmp < a
a<+b
b+ tmp%a
q <+ tmp/a
tmp <= Sp —qs1  Sg < S1 81 < tmp

return sy
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Exercise 6. Solve the following system
{35x =7 [4]

222 = 33 [5]

Remark. Given n € N*, g € Z/nZ and = € Z, it is easy to compute g* mod n (there exist algo-
rithms with polynomial complexity). However, there is no efficient algorithm which computes z given
n,g,g* mod n : this problem is called discrete logarithm problem and is useful for many asymmetric
cryptographic protocols.

Definition 1.3.3 (Euler’s totient function). FEuler’s totient function (or Euler’s phi function) is
defined by
Vn e N*, p(n) = [(Z/nZ)"|.

This equivalent to say that p(n) is the number of integers between 0 and n — 1 that are coprime with
n.

Ezxzamples. ¢(1) = 1;0(2) = 1;¢(3) = 2;0(4) = 2...
Computation of Euler’s totient function
Property 1.3.4. e o(mn) = @(m)p(n) for all coprime positive integers n,m.
o p(p°) =p° —p*t =p°(1 —1/p) for all prime p and positive integer e.
o o(n)=n]li_;(1—1/p;) where n=pi"...p" is the factorisation of n into primes.
Proof. e Consider the map a € Z/nmZ — (a mod n,a mod m) € Z/nZ x Z/mZ which is well-

defined and a bijection according to CRT. Moreover a Amn =1 iff (aAm =1and aAn =1),
so that the previous application gives a bijection between (Z/mnZ)* and (Z/nZ)* x (Z/mZ)*.

e Among the p¢ elements between 0 and p® — 1, the only elements which are multiples of p are not
invertible; these are 0-p,1-p,...,(p° ! — 1) - p and there are precisely p®~!.

e Direct from the previous items.
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Fundamental structures

2.1 Groups

Let G be a set. A binary operation (or composition law) is a map f : G X G — G. Binary operations
are usually written in infix notations, i.e. a + b, a X b, a - b, ...or simply by juxtaposition, i.e. ab,
instead of f(a,b).

Example. On the set N of natural integers + and x are binary operations, but — is not.

Definition 2.1.1. Let G be a set and - a binary operation on G. Then (G,-) is a group if

1. the binary operation is associative: for all a,b,c € G, (a-b)-c=a-(b-c)

2. there exists a (necessarily unique) element e € G, called the neutral element or the identity, such
that for alla € G, a-e=e€e-a=a

3. for each a € G, there exists a (necessarily unique) element b € G, called the group inverse of a,

such thata-b=b-a=-¢e

A group is called abelian or commutative if its group law is commutative, i.e. a-b = b - a for all

a,beq.

The inverse of an element a is often denoted by a~!; similarly, the element a-a-a-...-a (n times) is

denoted by a™. This notation can be extended to Z by setting a=" = (a~!)" and a° = e.

Exercise 7. Which of the followings are groups ? abelian groups ?

(Zv +)7 (Zv _)7 (Zv X)

(R, +), (R, ), (R, x), (R, x)

e (GL,(R),-), (Bij(E),o), (R, x) where x is the vector cross-product

Z/nZ,+), (Z/nZ, x)

0, {e} (with their only possible composition law), ({True,False}, XOR)

10
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Definition 2.1.2 (Subgroup). Let (G,-) be a group. A subset H of G is a subgroup of G, denoted
H < G, if - is a binary operation on H (i.e. a-b € H for all a,b € H) and (H,-) is a group.

Exercise 8. Show that H < G if and only if H # () and hq - h2_1 € H for all hi,hy € H. Show that

the intersection of a family of subgroups is a subgroup.

Example. e Every group G admits {e} and G as subgroups.
o (Z,4) < (Q,+) <R, +) < (C,+)
o ({1,—-1}, x) < (Q* x) < (R*, x) < (C*, x)
e The subgroups of (Z,+) are {0}, Z, and nZ = {kn : k € Z} for all n € N*.

Definition 2.1.3. Let (G1,-) and (Ga,*) be two groups. A map ¢ : G1 — G2 is a homomorphism
(or group morphism) if for all a,b € G1, ¢(a-b) = ¢(a) * ¢(b). The kernel of ¢ is the set ker p =
{a € G1: ¢(a) = eq,}; it is a subset of G1. The image of ¢ is the set Im¢p = {¢p(a) : a € G1}; it is a
subset of Go. A bijective homomorphism is called an isomorphism. Two groups G1 and Go are called
isomorphic if there exists an isomorphism G1 — Ga; this is denoted G1 ~ Go.

Example. e The natural logarithm is an isomorphism from (R, %) to (R, +).
e If H < G, then the inclusion map ¢ : H — G is a morphism, with ker: = {e} and Im: = H.

e Let G be a group and g a fixed element of G. Then the map n +— ¢" is a homomorphism from
(Z,+) to G. The conjugacy map = + g-x - g~ is homomorphism from G to G, equal to the
identity if G is abelian. The maps x — 2% and x — 2~ are homomorphisms from G to G iff G
is abelian.

e Let ¢ : R* - R*, x> z%. Then ker ¢ = {1, —1} and Im¢ = R*..

Property 2.1.4. o Let ¢ : G1 — Go a group morphism. Then ker ¢ is a subgroup of G1 and Im¢
is a subgroup of Gs.

e ¢ is injective < ker ¢ = {eq, }

e The composition of two group morphisms ¢ : G1 — G9 and ¢ : Go9 — G3 is also a group
morphism o ¢ : G1 — G3

o The inverse function of an isomorphism G1 — Go is an isomorphism Gy — G.

Definition 2.1.5 (Product of group). Let (G1,-) and (Ga,x*) be two groups. The direct product of
G1 and Go is defined as the set Gy x Go endowed with the binary operation

(91, 92) * (g1, 92) = (91 - g1, 92 * g5)-
One can check that (G1 x Ga,*) is a group with neutral element (eq,,eq,).

Exercise 9.

1. Show that (C,+) is isomorphic to the direct product of (R, +) with itself.
2. Write down a table for the group law of Z/27 x Z/2Z. Is it isomorphic to Z/47Z ?

3. Let p, ¢ be two coprime numbers. Show that there is a isomorphism between Z/pqZ and
Z)pZ x L] qZ.

11
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Definition 2.1.6 (Quotient by a subgoup). Let G a group and H a subgroup of G. We define on G
the binary relation
g~y &g 'g eH.

This is an equivalence relation (exercise). The equivalence class, or coset, of an element g € G is the
set gH = {gh : h € H}. The quotient G/H is defined as the set of equivalence classes for ~p; its
cardinality is called the index of H in G.

Theorem 2.1.7 (Lagrange’s theorem). Let H be a subgroup of a finite group G, then
G| = |G/H| x [H]I.

In particular, the cardinality of a subgroup always divides the cardinality of the group.

Example. If p is prime, then Z/pZ has no non-trivial subgroup.

Definition 2.1.8 (Normal subgroup). Let G a group. A subgroup H of G is called normal, denoted
by H <G, if

Vg€ G,Vhe H,g 'hg € H.
Exercise 10. Let ¢ : G; — G2 a group morphism. Show that ker ¢ is a normal subgroup of G;.

Proposition 2.1.9 (Quotient group). Let H be a normal subgroup of G. Then on the quotient G/H,
the binary operation

G/HxG/H — G/H
(9H,g'H) — (99)H
is well-defined and is a group law. The canonical projection map 7 : G — G/H, g — gH is a group
morphism, whose kernel is precisely H.
Exercise 11. Show that nZ is a normal subgroup of Z. What is the quotient group ?

Theorem 2.1.10 (Isomorphism theorem). Let ¢ : G1 — G2 a surjective group morphism. Then there
exists a unique homomorphism ¢ : G1/ker ¢ — ga, such that the following diagram is commutative:

G

el

G1/ker ¢

e = éo w; furthermore qg s an tsomorphism.

Exzample. Let f : R — C*, 2 + %™ this is a morphism (from (R, +) to (C*, x)). One has ker f = Z;
the above theorem implies that R/Z is isomorphic to Imf =T = {2z € C: |z| = 1}.

Definition 2.1.11. Let (G,-) be a group and S a subset of G. The subgroup generated by S, denoted
(S), is the smallest subgroup of G containing S, and one has

<S>:{a?1-agz‘...‘a2k2k€N,ai€S,ni€Z}'

If G = (S) we say that S is a set of generators of G. If G = (S) and S is finite then G is called
finitely generated.

A group generated by a unique element is called cyclic. The order of an element g in a group is the
cardinality of the cyclic subgroup (g) it generates.

12
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Property 2.1.12. 1. Let G be a group and g € G an element of finite order d. Then d is the
smallest positive integer such that g% = e.

2. Let G be a finite group. Then for all g € G, g€ = e.
Exercise 12.

1. Show that every cyclic group is isomorphic either to Z or to Z/nZ for some n € N (hint: apply
the isomorphism theorem to the map Z — (g), k — ¢*).

2. Let p be a prime number. Show that up to isomorphism, there is a unique group of cardinality
p.

Proposition 2.1.13. Let G be a cyclic group of cardinality n. Then for any divisor d of n, there
exists a unique subgroup Hy < G of cardinality d, given by Hy = {x € G : 2 = e}; this subgroup is
cyclic. The quotient G/Hyg is also a cyclic group, of cardinality n/d.

Proof. (Sketch). Let g a generator of G. Then Hy = (g?) where ¢ = n/d. For the quotient, use the
isomorphism theorem with the map G — (g%), = s 2% O

Theorem 2.1.14 (Structure of finitely generated abelian groups). Let G be a finitely generated abelian
group. Then there exist integers r,ni,na,...,ng, ni|ng|...|ng, such that

G~Z" XZL|Z X -+ X L/niZ,

and this decomposition is unique (if ng > 1).
Exercise 13.

1. Show that ((Z/nZ)*, x) is a group.
2. Prove Euler’s theorem: for any positive integer n and any integer a coprime to n
a?™ =1 mod n.

(In other words, the order of a mod n divides ¢(n)).

3. Deduce Fermats’s little theorem:

VYa € Z, p prime, a’? = a mod p.

4. Application: show that 1763 is not a prime number.

2.2 Commutative ring

We suppose that all rings are unitary and commutative.

Definition 2.2.1. Let A be a set with two binary operations + and -. Then (A,+,+) is a ring if
1. (A, +) is a abelian group, with neutral element 04;

13
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2. - is associative, i.e. (a-b)-c=a-(b-c) for all a,b,c € A;

3. - is distributive over +, i.e. a-(b+c¢)=a-b+a-cand (b+c)-a=b-a+c-a for alla,b,c € A;
4. there exists a unit element 14 such that a-14 =14 -a for all a € A;

5. - is commutative, i.e. a-b=>b-a for all a,b € A.

Exzample. (Z,+, x) is a ring, as is (Z/nZ,+, x) for any n € N*. The set R[X] of polynomials with
real coefficients is a ring for the usual addition and multiplication laws. ({0}, +, x) is also a ring,
called the zero ring: it is the only ring for which 1 = 0.

Remark. If Aisaring, then0-a=0forallae A
Definition 2.2.2. e Ais adomain if A # {0} andVz,y€ A, z-y=0=2=0 ory=0.

e a is called a zero divisor if a # 0 and there exist a non-zero element b € A such that ab=0. In
particular, A is a domain if it has no zero divisors. A mon-zero element a which is not a zero
divisor is called regular.

Example. e 7 is a domain. Z/nZ is a domain if and only if n is prime.

e If A and B are two rings, the cartesian product A x B is a ring for the operations (a,b) +
(@, V) = (a+d,b+¥V) and (a,b) - (¢/,V) = (ad,bb'). It is however never a domain since
(14,0p) - (04,15) = (04,0p).

Definition 2.2.3. An element x € A is called invertible if there exists y € A s.t. x -y = 1.
The set of all invertible elements of A is denoted by A* and is a group for the binary operation -.

Exercise 14.

1. Show that if a € A is regular, then ab = al/ < b =1b'.
2. Show that a € Z/nZ is regular if and only if it is invertible.

Definition 2.2.4. Let A and B two rings. A map f: A — B is a ring morphism if f(14) = 1p and
for all aj,as € A, f(a1 + a2) = f(a1) + f(a2) and f(ara2) = f(a1)f(a2). Ring morphisms are stable
under composition.

Example. For any ring A, there exists a morphism f : Z — A defined by setting f(n) = 14+1+---+1
(n times).

Definition 2.2.5. A ring (A, +,-) is a field if 0 # 1 and every non-zero element is invertible, i.e. A* =
A* £ ).

Example. Q, R, C are fields, but Z is not. For any prime p, Z/pZ is a field. The set R(X) of real
rational fractions is a field for the usual laws.

Definition 2.2.6 (Field of fractions). Let A be a domain. The field of fractions of A, denoted Frac(A),
is the set of equivalence classes of pairs A x A* for the relation (a,b) ~ (a’,b) iff ab' = a’b. The class
of a pair (a,b) is usually denoted by a/b or §. The sum and product of two elements of Frac(A) are
defined by 3 + %,l = “blgg,ba/ and %%: = ‘g—l‘)‘,/ Then (Frac(A),+,-) is a field and there is a canonical
injective ring morphism A — Frac(A) which sends a to §.

Exzample. Frac(Z) = Q. If K is already a field then Frac(K) = K. The field of fractions of R[X] is
R(X), the field of real rational fractions.

14
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Definition 2.2.7. A subset I of a ring (A,+,-) is an ideal if

1. (I,4) is a subgroup of (A,+),
2. forallx €I anda € A, ax € I.
Example. e Every ring A admits {0} and A as ideals; they are called the trivial ideals.
e For any x € A, the set tA={r-a:a € A} is an ideal.
e Let I be an ideal of A such that I contains an invertible element, then I = A.
e Let f: A— B be aring morphism. Then ker f = {a € A: f(a) =0p} is an ideal of A.

Property 2.2.8 (Operations on ideals). Let I,J two ideals of A, then

e INJ is an ideal,
e I+ J:={f+g:fel,gecJ} isan ideal. Itis the smallest ideal containing I and J.
o I-J:={figx+ -+ frgr: fi € I,g; € J} is an ideal, included in I N J.
Definition 2.2.9. e The ideal generated by x1,...,z, € A is
(X1, ) =21 A+ -+ a2, A={x101 + -+ zpay 1 ag,...,a, € A}
An ideal is called principal if it is generated by one element.
e A ring is principal if all its ideals are principal.

Proposition 2.2.10 (Ideals of a field). A non-zero ring A is a field if and only if A has no non-trivial
ideals.

Definition 2.2.11 (Quotient ring). Let I an ideal of (A,+,-). The quotient ring of A by I is
(A/I,+,"), where (A/I,+) is the quotient subgroup of (A,+) by (I,+) and the binary operation -,
given by (a+1)-(a'+1I)=(a-d + 1) is well defined.

The canonical projection map 7 : A — A/I is a ring morphism, whose kernel is precisely I.

Property 2.2.12 (Ideals of a quotient). There is one-to-one correspondence between the ideals of
A/I and the ideals of A containing I:

{Ideals of A/I} =~ {J ideal of A: I C J}
I — 7 YT)
w(J) «— J

Theorem 2.2.13 (Isomorphism theorem). Let ¢ : Ay — Ag a surjective ring morphism. Then there
exists a unique homomorphism ¢ : Ay/ker ¢ — As, such that the following diagram is commutative:

Ay

| 5

A1/ ker ¢

e ¢ = g?)o 7; furthermore quS s an isomorphism.
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Exzample. Let f: P(X) € R[X] + P(i) € C. Then ker(f) is the ideal generated by X2 + 1 and one
has the isomorphism R[X]/(X% +1) = C.

Definition 2.2.14. An ideal I of a ring A is called prime if [ # A and for all a,b € I
abel=aclorbel.

An ideal I is called maximal if I #£ A and for all ideal J s.t. 1 C J, either I = J or J = A.
Exercise 15.

1. Show that I is a prime ideal of A iff A/I is a domain.
2. Show that I is a maximal ideal of A iff A/T is a field.

3. Deduce that a maximal ideal is necessarily prime.

2.2.1 The rings Z and Z/nZ

1. Z is principal (from Euclidean division)
2. prime ideals are pZ (and so maximal since the quotient is a field)
3. aZ+VZ = (a AND)Z

4. aZNbZ = (aV b)Z

If n = [](pi)*, then

1. Z/nZ ~[|Z/p{"Z

2. Z/nZ* ~T(Z/p}"Z)*

3. @(n) := #(Z/nZ*) = [T(p;") = n]1Q - 1/p)
2.2.2 Polynomial rings

Definition 2.2.15. Let A be a ring. The ring of polynomials in n variables and coefficients in A is

AlX1,..., X, = > Ca XM, X0

a=(ai,...,an ) EN?

Y

where there are only finitely many non-zero coefficients c,, € A.
Property 2.2.16. 1. There is a canonical isomorphism A[X1,..., X,] = A[X1,..., Xn-1][Xn).
2. The ring A[X1,...,Xy] is a domain if and only if A is a domain.

3. If A is a domain then A[X1,...,X,]* = A*.

16
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Proof. 2. Using 1., by induction on the number of variables it suffices to show that A[X] is a domain
if A is a domain (the “only if” part is clear since A C A[X]). So let P and @ be two non-zero
elements of A[X], A domain. Then the leading coefficient of the product PQ is the product of
the leading coefficients of P and ), which cannot vanishes since A is a domain; in particular

PQ # 0.

3. By induction it suffices again to consider the case of A[X], which is settled by looking at the
leading coefficients.

O]

Euclidean division : The Euclidean division algorithm in A[X] is similar to the algorithm in Z: at
each step, one tries to cancel out the highest order term of the dividend. For instance in Z[X], the
division of 3X° +2X* — X3 —7X + 5 by X2 — X + 2 is carried out as follows:

3X° 42x4 X3 —7X 45| X2—-X+2
3X° —3X1 16Xx3 3X34+5X2-2X —12
5X% —7Xx3 —7X 45

5X4 —5X3 +10X?
—2X3 —-10X2 —-7X +5
—2X3  42X? —4X
—12X?2 -3X +5
—12X? +12X 24
—15X 429

=3X5 42X - X3 - 7X +5=(X?2- X +2)(3X3+5X2 —2X —12) — 15X + 29.
This algorithm may fail when the leading coefficient of the divisor is not invertible: for instance in
Z[X] it does not work for the division of 3X? + 1 by 2X. This is not an issue if A is a field.

Theorem 2.2.17. Let K a field.

1. Euclidean division: for all Py, Py € K[X], P> # 0, there ezist unique Q,R € K[X] s.t. P, =
P,Q + R with deg R < deg Ps.

2. K[X] is principal.

Proof. (Principality of K[X]). Let Z # {0} be an ideal of K[X]|. Let P,, be a polynomial in Z such
that deg P,, = min{deg P : P € Z, P # 0}; we want to show that Z = (P,,). Let P be a polynomial
in Z, then there exist @, R such that P = P,,Q + R, deg R < deg P,,. Since P,, and P are in Z,
P—P,Q = Ris also in Z. But degR < degP,, = min{degP : P € Z,P # 0}, so R = 0 and
P=P,Q,ie. Pec(Py). O

The polynomial P, is called the minimal polynomial of Z; it is unique if it is required to be monic
(i.e. its leading coefficient equals 1).

Remark. A[X] is never principal if A is not a field. In particular K[X;,..., X,] is not principal if
n > 2 (consider the ideal (X7, Xs)).

Since K[X] is principal, we can define ged’s and lem’s as in the integer case. These notions are only

well-defined up to multiplication by a non-zero constant, so we will require polynomials to be monic.
We will not develop here the theory in several variables.

17
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Definition 2.2.18 (Gced and lem). Let Pp, Py be two polynomials in K[X]|. The gcd of P1 and P
is the monic polynomial G = Py N\ Py such that (G) = (P1) + (P2). The lem of Py and P» is the
monic polynomial L = Py V Py such that (L) = (P1) N (P2). The polynomials P1 and Py are coprime
if LA Py=1.

Property 2.2.19. o Q|P1 and Q|P> < Q|(P1 N\ Pa).
° P1|Q and P2|Q =4 (Pl \/P2)|Q
e Gauss: if P and Q are coprime and P|QR, then P|R.
e Bézout: there exist U,V € K[X]| such that UP; +V Py = (Py A\ P3)
Gced’s and Bézout coefficients can be computed with the extended Euclid algorithm, as in the integer
case.
Exercise 16.
1. Compute the ged of X° +2X44+2X34+3X2+4X +4 € Z/7Z[X] and X* +3X3+5X?4+3X +1¢€
Z/7Z]1X]. (Answer: X2 +4X +1).
2. Compute the Bézout coefficients of P, = X3+2X?+2X +1 € Z/3Z[X] and P, = X3+ X%2+2 ¢
Z/3Z]X]. (Answer: (2X +1)P, + X P, =1).

We can also define a congruence relation for polynomials in an obvious fashion, so that working
modulo a polynomial P € K[X] is equivalent to working in K[X]/(P). In particular, using the
Euclidean division we see that the elements of K[X]/(P) (i.e. the residue classes modulo P) are in
one-to-one correspondence with the set of polynomials of K[X] of degree strictly smaller than deg P.

Property 2.2.20. e Chinese remainder theorem: let P; and Ps two coprime polynomials in K[X],

P= mod P,
then for any polynomials Q1,Q2, the equations @ ' have a solution, unique
P = Q2 mod P2

modulo Py Ps.

e Modular inverse: a polynomial Q € K[X] is invertible modulo P (i.e. there exists R s.t. QR =
1 mod P) iff Q@ and P are coprime.

Exercise 17.

P=X%24+ Xmod X3+2X2+4+2X+1

1. Find a polynomial P in Z/3Z[X]| such that )
P =2X+1mod X3+ X2 +2

2. In Z/2Z[X], is X® + X + 1 invertible modulo X% + X2+ 1 ? If so, compute its modular inverse.
(Answer: yes, X3 + X2 +1).

Definition 2.2.21. A polynomial P € K|[X1,...,X,] is irreducible if degP > 0 and P is not a
product of two non-invertible polynomials, i.e.

P=PP = P1€K* OTPQEK*.

Example. The irreducible polynomials of C[X] (or more generally K[X] where K is algebraically
closed) are exactly the degree one polynomials. In R[X], the irreducible polynomials are the degree
one polynomials and the degree 2 polynomials of negative discriminant.

18
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Theorem 2.2.22 (Unique factorization). Any non-zero polynomial P € K[X]| can be written as
P=cPM.. P,

where ¢ = LC(P) € K*, o; € N, and the polynomials P; are monic irreducible. This decomposition is
unique up to permutation and terms with exponent zero.

Remark. This theorem is also true for polynomials in several variables. The gcd and lem of two
polynomials can be recovered from this factorization as in the integer case.

Exercise 18.

1. List all the irreducible polynomials of Z/27Z[X] of degree up to 4.
2. Factorize X + 1 € Z/27Z[X].

Proposition 2.2.23. The following are equivalent:

1. T is a prime ideal of K[X];
2. T is a mazimal ideal of K[X];
3. T = (P) where P € K[X] is irreducible.

Proposition 2.2.24 (Roots). o Let A be a ring and P € A[X]. Then (X — a)|P if and only if
P(a) = 0.

o Let A be a domain. Then a polynomial P € A[X] has at most deg P distinct roots.
Proof. For the first statement, we write the Euclidean division of P by X — a (which is possible since
LC(X —a)=1): P=(X —a)Q + ¢, where c € A since degc < 1. Then P(a) = (a — a)Q(a) + c = ¢,
so Pla) =0iff P = (X — a)Q.

In the case A is a field, the second part follows from the unique factorization of P. To prove the
general case it suffices to work in the field of fractions of A. O

Remark. Things can go quite wrong when A is not a domain. For instance in Z/12Z[X], X? —1 =
(X+1)(X—-1)=(X=5)(X—T1).

2.2.3 Vector spaces

Definition 2.2.25. Let K be a field. Let E be a set endowed with a binary operation + and a scalar
multiplication, i.e. a map K x E — E, (a,x) — a-x. Then E, together with this two operations, is a
K -vector space if:

1. (E,+) is an abelian group;

2. forallae K andz,y € E,a-(x+y)=a-x+a-y;

3. foralla,be K andx € E, (a+b)-z=a-x+0b-x;

4. for alla,be K andx € E, (ab) -z =a-(b-x);
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5 forallx e E,1-z=x.

Example. For n > 1, the set of n-tuples K" has a natural K-v.s. structure, for the operations
(a1,...,an) + (b1,...,by) = (a1 +b1,...,an, +by) and a - (ay,...,a,) = (aa,...,aay,).

Definition 2.2.26. Let E be a K-vector space. A family {u1,...,u,} of elements of K is linearly
independent if

Yai,...,anp € K, aui+...a4,u,=0 = a1 =---=a, =0.
A family that is not linearly independent is called linearly dependent; equivalently, {ui,...,un} is
linearly dependent if there exist ay,...,an € K, at least one of which is not zero, such that ajuy +

capu, = 0.

Definition 2.2.27. A K-vector space E is called finite-dimensional if there exists a (finite) family
{uy,...,u,} of elements of E such that every element of E is a linear combination of the u;, i.e.

Yve E, Jay,...,ap € K, v=ajui + -+ apuy,.
Such a family is called a spanning set of F.

Definition 2.2.28. Let E be a finite-dimensional K -vector space. A basis of E is a spanning set
{u1,...,un} which is also linearly independent. FEquivalently, {ui,...,u,} is a basis of E if for any
v € E, there exists a unique tuple (ai,...,a,) € K™ s.t. v = aju; + -+ - + apuy.

Theorem 2.2.29. Let E be a finite-dimensional K -vector space. Then E admits a basis. Furthermore,
all bases of E contains the same number of elements, called the dimension of F.
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Chapter 3

Elementary field theory

3.1 Characteristic, prime fields

Lemma 3.1.1. For any ring A, there exists a unique ring morphism f : Z — A.

Proof. By definition, f(1) = 14,soforanyn >0, f(n) = f(1+---+1) = f(1)+- -+ f(1) = 1a+---+14
(n times) and f(—n) = —f(n). O

Definition 3.1.2. The characteristic of a ring A is the integer char(A) > 0 such that ker(f) =
char(A)Z.

In particular, the isomorphism theorem shows that A contains a subring isomorphic to Z/char(A)Z.
If the morphism f is injective then char(A) = 0 and A contains a copy of Z as a subring.

Proposition 3.1.3. The characteristic of a field (or of a domain) is either 0 or a prime number p.
Every field K contains a subfield, called its prime field, either isomorphic to Q if char(K) = 0 or
isomorphic to Z/char(K)Z otherwise.

Proof. If the characteristic of a ring A is equal to a composite number n = ning, then f(n;)- f(n2) =
f(ning) = f(n) = 0 but f(n1) # 0 and f(n2) # 0, so that A is not a domain. For the second part,
the positive characteristic case has already been discussed. If char(K) = 0 then K contains a subring
isomorphic to Z, but it must also contains the inverses of all the elements of this subring and finally
all fractions of Q. O

Example. The characteristic of the fields Q, R, C, R(X) is zero. Examples of characteristic p fields
are Z/pZ and Z/pZ(X) (the field of rational fractions with coefficients in Z/pZ).

3.2 Field extension

Lemma 3.2.1. Let K, L be two fields and f : K — L a ring morphism. Then f is injective.

Proof. We know that ker f = {x € K : f(x) =0} is an ideal of K. But K is a field, so its only ideals
are the trivial ones {0} and K. Since f(1x) = 1z, ker f is strictly smaller than K and so is equal to
{0}: f is injective. O
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Definition 3.2.2. Let K be a subfield of a field L. Then L is called an extension of K, which is
denoted by L/ K.

If K1 and Ko are two fields and there exists a ring morphism K1 — Ko, then we can identify K
with its image in Ko and consider the extension Ko/ f(K1); when the context is clear this will also be
simply denoted by Ko/ K1 and we will also say that Ks is an extension of K;.

Proposition 3.2.3. Let L/K be a field extension. Then L has a natural K-vector space structure.
The dimension of L as a K-vector space is denoted [L : K] and is called the degree of this extension.

Indeed, the scalar multiplication of [ € L by k € K C L is just the field product k- [ in L.

Corollary 3.2.4. Every finite field has a cardinality of the form p™ where p is prime and n € N.

Proof. Let K be a field whose cardinality is finite. It cannot contain a subfield isomorphic to Q, which
is infinite, so its characteristic is a prime number p and its prime field Ky is isomorphic to Z/pZ.
Obviously K is an extension of Kjy. Let n be the degree of the extension K/Ky; n is finite since
otherwise K would be infinite. So K is a dimension n vector space over K ~ Z/pZ; in particular its
cardinality is p". O

We will see later that in fact, for any p and n, there exists up to isomorphism a unique field with p”
elements.

Theorem 3.2.5 (Multiplicative formula for degrees). Let M/L and L/K two field extensions, then
M/K is an extension field and
[M:K|]=[M:L]-[L:K].

Proof. Check that if {ej,...,e,} is a basis of M over L and {f1,..., fin} is a basis of L aver K then
{eifj :1<i<n,1<j<m}isa basis of M over K. O

Definition 3.2.6. Let L/K be an extension and A C L. We define K(A) (resp. K[A]) as the
smallest subfield (resp. subring) of L containing K and A; the field K(A) is of course an extension of
K. If A is a finite set {ay,...,an} then K(A) (resp. K[A]) is more usually denoted by K(ay,...,a,)
(resp. Klai,...,an]).

Remark. Let L/K be a field extension and a € L. Then
Kla) = {P(a) : P € K[X]} and K(a) = {P(a)/Q(a) : P,Q € K[X],Q(a) £ 0}.
Definition 3.2.7. Let L/K be a field extension and a € L. Let ¢ : K[X] — L the map that sends a
polynomial P to P(a); it is a ring morphism.
o If ¢ is injective (i.e. ker ¢ = {0} ) then a is called transcendental over K.

o [f ¢ is not injective then a is called algebraic over K. The minimal polynomial of the (principal)
ideal ker ¢ is called the minimal polynomial of a over K; by definition, it is the smallest degree
monic polynomial Py, € K[X] such that Pp(a) = 0.

Example. The real numbers m and e are transcendental over Q. For any field K, the element X
of K(X) is transcendental over K. The real numbers V/3,i,3/2 are algebraic over Q: their minimal
polynomials are respectively X2 — 3, X2+ 1 and X? — 2.
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Proposition 3.2.8. Let a be a transcendental element over K. Then K[a] ~ K[X] and K (a) ~ K(X);
in particular, Kla] # K(a).

Theorem 3.2.9. Let L/K be a field extension and a € L. The following are equivalent:

1. a is algebraic over K;
2. Kla] = K(a);

3. [K(a) : K] < oc.

Proof. 3 = 1 and 2 = 1: we have seen that if a is not algebraic over K then Kla] # K(a) and
K(a) ~ K(X), which is infinite-dimensional as a K-vector space.

1= 2and 1= 3: let P, be the minimal polynomial of a over K. Then P, is irreducible; indeed, if
P,, = PP, where P, and P, are non-constant polynomials, then P, (a) = 0 = Py(a)Ps(a), so either
Pi(a) = 0 or Py(a) = 0, which contradicts the minimality of P,,. Now the isomorphism theorem shows
that K[a] ~ K[X]/(Py). Since P, is irreducible the ideal (P,,) is maximal, so K[X]/(P,,) ~ K|a] is a
field, and thus K[a] is equal to K(a). In particular, every element of K (a) is of the form P(a) for some
P € K[X]. But the Euclidean division of P by P,, shows that P(a) = Q(a)Py(a) + R(a) = R(a), so

in fact every element of K (a) is of the form R(a) = Y.04" ¢;a’ for some R € K[X] of degree strictly
smaller than deg P,,. This implies that {1, a,a?,...,a%& m~11 is a spanning set of the K-vector space
K (a), which is thus finite-dimensional. O

Remark. 1t is actually not difficult to show that if a is algebraic over K, then deg P,,, = [K(a) : K]
and {1,a,...,a%8m=11 is a K-basis of K(a). If n = [K(a) : K| we say that a is algebraic of degree
n.

Exercise 19. Let a be an algebraic element of minimal polynomial P,, € K[X] and P an element of
K[X] such that P(a) € K(a) is different from 0. How can one compute a polynomial @) € K[X] such

that Q(a) = (P(a))™t ?

Definition 3.2.10. An extension L/K is called finite if [L : K| < oo.
An extension L/ K is called algebraic if every element of L is algebraic over K.

A finite extension cannot contain transcendental elements and so is algebraic. The converse is not true:
an algebraic extension of K may not be finite (if it is generated by an infinite number of elements).

Exercise 20. Show that if L/K is finite then there exist elements ay,...,a, € K such that L =
K(ai, ..., ap).

Proposition 3.2.11. Let K be a field. The following are equivalent:

1. every non-constant polynomial P € K[X] admits a root in K;
2. every non-constant polynomial P € K[X] is a product of degree 1 polynomials;
3. the irreducible polynomials of K[X] are the X —a, a € K;

4. if L/K is an algebraic extension then L = K.

A field K is called algebraically closed if it satisfies these properties.
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Exercise 21. Show the equivalence of the four points above.

Example. The field C is algebraically closed (fundamental theorem of algebra). For any prime p, the
field Z/pZ is not algebraically closed: the polynomial Hg;é(X —a) + 1 has no roots.

Theorem 3.2.12. Let K be a field. Then there exists an algebraically closed field K containing K
and such that the extension K /K is algebraic. Such a field K is called an algebraic closure of K.

Ezxzample. C is an algebraic closure of R. It is however not an algebraic closure of Q since the extension
C/Q is not algebraic (the algebraic closure of Q is strictly contained in C).

Definition 3.2.13. Let L/K a field extension and ay,...,an, € L. The family {a1,...,a,} is called
algebraically independent (over K ) if there is no non-trivial polynomial relation over K between its
elements, 1i.e.

VP e K[X1,...,X,), Plai,...,a,)=0 = P=0.
The transcendence degree of the extension L/K is the largest cardinality of an algebraically indepen-

dent family in L.

Exzample. e An element a € L is transcendental over K iff the family {a} is algebraically inde-
pendent. The transcendence degree of an extension is zero iff the extension is algebraic.

e It is not known if the family {7, e} is algebraically independent over Q. It is however possible
to show that the transcendence degree of R/Q is infinite (otherwise R would be countable).

e The family {X1,...,X,} in K(Xy,...,X,) is algebraically independent over K, and the tran-
scendence degree of this extension is n.

Property 3.2.14. The transcendence degree of an extension L/K is n if and only if there exists
a subfield M, K C M C L, such that the extension L/M is algebraic and M is isomorphic to
K(Xy,...,X,).

Definition 3.2.15. An automorphism of a field K is a bijective ring morphism K — K. If L/K
s an extension, then a map f : L — L is K-automorphism of L if it is an automorphism of L and
f(k) =k forallk e K.

If L/K and M/K are two extensions, a ring morphism f : L — M is called a K-morphism if it fizes
every element of K, i.e. f(k) =k for allk € K.

Exercise 22.

1. Show that the only R-automorphisms of C are the identity and the complex conjugation. (There
exist however many more automorphisms of C.)

2. Let K be a field and Ky its prime field. Show that every automorphism of K is a Ky-
automorphism.

3. Let f be an automorphism of R, show that f is the identity (hint: show that f is strictly
increasing).

Definition 3.2.16. Let L be a field and P = Z?:o c; X" a polynomial in L[X]. Let o be an automor-
phism of L. Then the image of P by o is the polynomial

d
P7=> o)X € L[X].
=0

In particular, for any a € L one has o(P(a)) = P?(c(a)).
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Definition 3.2.17. The Galois group of an extension L/K is the set Gal(L/K) of K-automorphisms
of L; it is a group for the composition law. The absolute Galois group of a field K is the Galois group
of the extension K /K where K is the algebraic closure of K.

Remark. Sometimes the term “Galois group” is restricted to a specific kind of extensions (Galois
extensions) and the more general term “K-automorphism group”, denoted Auty (L), is used. The aim
of Galois theory is to relate the subgroups of the Galois group with the sub-extensions of L/K, but
this will not be discussed in these lectures.

Theorem 3.2.18. Let L/K be a finite field extension, then |Gal(L/K)| < [L: K].

Proof. We will only show this for extensions generated by a unique element, i.e. for L = K(a) for
some a € L. Let P, be the minimal polynomial of a and n = [K(a) : K] its degree; we know that
every element x € K(a) can be written as x = Z?:_ol c;ab where cq,...,cp—1 are in K. Let o be
a K-automorphism of K(a). Then o(z) = o(3)17, cia’) = S o(ci)o(a)’ = S cio(a)’. This
shows that a K-automorphism of K(a) is completely determined by the image of a, namely, if o and
7 are two K-automorphisms such that o(a) = 7(a) then ¢ = 7. But the value of o(a) cannot be
arbitrary. Indeed, since P,,(a) = 0, one must have o(P,,(a)) = PJ(c(a)) = 0(0) = 0. But P7 = P,
because P, has coefficients in K, so Py, (0(a)) must be zero. Since P, has at most n distinct roots,
this implies that there are at most n distinct K-automorphisms of K(a). O

Definition 3.2.19. Let K be a field and S a set of automorphisms of K. Then the fixed field of S is
the set
KS={keK:0(k)=k forall o € S}.

Remark. It is immediate to show that K is indeed a field. It is also clear that if G is the group of
automorphisms generated by S then K° = K¢,

3.3 Rupture field and splitting field

Definition 3.3.1. Let P = Z?:o a; X* be a polynomial of K[X]. Its (formal) derivative is the poly-
nomial P' = Zgzo(i.ai)Xi_l, where i.a; is a shorthand for a; + --- + a; (i times).

Property 3.3.2. The formal derivative satisfies the usual derivative properties: for all P,Q € K[X]
anda € K, (P+ Q) =P +@Q, (aP) = a(P), and (PQ) = P'Q + Q'P.

Exercise 23. Determine all the polynomials whose derivatives is zero.

Proposition 3.3.3. Let K be a field and K its algebraic closure. Let P be a non-zero polynomial in
K[X] and o € K a root of P. Then a is a multiple root of P if and only if P'(a) = 0. In particular,
P has no multiple root in K if and only if ged(P, P') = 1.

Definition 3.3.4. Let P be a polynomial in K[X] and L/K a field extension. The field L is called
a rupture field of P if there exists an element o € L such that P(a) = 0 and L = K(«). The field
L is called o splitting field of P if there exist ai,...,aqegp € L such that P = c[[(X — ;) and
L=K(o,...,0degP)

In other words, a rupture field for P is obtained by adjoining to the base field a root of P, while a
splitting field is obtained by adjoining all the roots of P. Note that rupture fields are usually defined
only for irreducible polynomials since otherwise there is an ambiguity on the irreducible factor whose
root is adjoined.
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Theorem 3.3.5. Let P € K[X] be an irreducible polynomial. There exists a rupture field L for P.
Furthermore, if L and L' are two rupture fields for P then there exists a K-isomorphism L' — L,
i.e. the rupture field is unique up to isomorphism.

Proof. Existence: if d is the degree of P we can write P as E‘LU c; X*'. We start by considering the
polynomial P(T) = Z?:o c;T" € K[T] and the quotient ring L = K[T]/(P(T)). Since P is irreducible,
the ideal (P(T)) is maximal so L is a field. Furthermore L contains K as the residue classes of the
constant polynomials, thus it is an extension of K. Let ¢ be the residue class of T, i.e. its equivalence
class in the quotient; it is clear that L = K (t). We claim that ¢ is a root of P € K[X]| C L[X] (note
that elements of the later ring are polynomials whose coefficients are themselves residue classes of
polynomials). Indeed, since ¢ is the residue class of T', P(t) = Z?:o c;t' is the residue class of P(T),
which is exactly the zero element of L.

Uniqueness: we will show that any rupture field L of P is isomorphic to K[T]/(P(T)). Let o € L be
a root of P such that L = K(«). Since P(a) = 0, P is a multiple of the minimal polynomial P, of a,
and the irreducibility of P implies that P = P, (possibly up to multiplication by a constant in K* if
P is not monic). Now we have already seen in the proof of Theorem 3.2.9 that K («) is isomorphic to
K[X]/(Pp) = K[T]/(P(T)). 0

Remark. e The rupture field of an irreducible polynomial may or may not be also its splitting
field. For instance, the field Q(+/2) is a rupture field for P = X3 — 2 € Q[X], but it does not
contain the two other roots jv/2 and j2+/2, and P only factorizes as (X —v/2)(X 242X +(3/2)?)
over Q(+/2). On the other hand, the field Q(ei“/‘l) is both a rupture field and a splitting field of
the polynomial X* 4 1 € Q[X].

e The isomorphism between two rupture fields is not unique in general. For instance, as rup-
ture fields of X2 + 1 over R, R[T]/(T? 4 1) and C are isomorphic but there are two possible
isomorphisms, depending whether the class of T is sent to ¢ or —i.

Theorem 3.3.6. Let P € K[X] a polynomial. There exists a splitting field L for P. Furthermore, if
L and L' are two splitting fields for P then there exists a K-isomorphism L' — L, i.e. the splitting
field is unique up to isomorphism.

Proof. The existence of a splitting field follows from the existence of rupture fields. The idea is to
start with a irreducible factor (of degree > 1) of P and consider its rupture field L;. If P splits over
L then L = Lq; otherwise we choose an irreducible factor in the decomposition of P over L and
consider its rupture field Ls. We go on like that, enlarging the field K until P becomes a product
of degree 1 factors. Likewise, the uniqueness of the splitting field follows from the uniqueness (up to
isomorphism) of rupture fields. O

Exercise 24. Let L be the splitting field of a polynomial P € K[X]. Show that [L : K| divides
(deg P)!.

3.4 Finite fields

Proposition 3.4.1. Let p be a prime number, K a characteristic p field and Ky ~ Z/pZ its prime
field. The map @, : K — K, x + aP is a morphism, called the Frobenius morphism, and its fived
field K®» is exactly K.
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Proof. In order to show that the Frobenius map is a morphism we just have to check that (z + y)P =
2P 4+ yP for all z,y € K. This results from the binomial formula (z + y)? = Y2 (*)2’'y?~* and from
the following easy lemma:

Lemma 3.4.2. Let p be a prime number and k an integer such that 1 < k < p—1. Then p divides

()-

Now ®,(x) = z iff x is a root of X — X. But we already know that 2P = x for all elements of
Ko ~ 7Z/pZ (this is Fermat’s little theorem, see exercice 13). Thus the p roots of X? — X are exactly
the elements of K. O

Remark. As a morphism between fields, the Frobenius morphism is always injective. In particular
if K is a finite field then ®, is a bijective map and is thus called the Frobenius automorphism. Note
however that @, is not always surjective, as is the case for Z/pZ(X).

Theorem 3.4.3 (Existence and uniqueness of finite fields). Let p be a prime number and ¢ = p",
n € N*. Up to isomorphism, there exists a unique field with q elements, denoted by Fy, or GF'(q)
(where GF' stands for Galois field).

Proof. First of all, it is clear that every field of cardinality p is isomorphic to Z/pZ = GF(p) and that
the isomorphism is unique (because it is completely determined by the fact that 1 is mapped to 1).
Existence: let L be the splitting field of the polynomial P, = X?—X over GF(p). Since (X7—X) = —1,
P, has no multiple roots and thus exactly ¢ distinct roots in L. Let K = {z € L : x is a root of P;} =
{x € L : 29 = z}. But the map ®, :  — 27 is just the Frobenius automorphism iterated n times:
®, = (®,)". So P, is an automorphism of L and its fixed field is L®« = K. This shows that K is
actually a field, containing exactly ¢ elements which are the ¢ roots of X7 — X (so K is in fact the
splitting field of X7 — X, i.e. K = L).

Uniqueness: let K be a field with ¢ elements. Then K* is a multiplicative group of order ¢ — 1, and
in particular z9~! = 1 for all z € K* (see Property 2.1.12). In other words 2 = z for all z € K*, and
in fact for all x € K. The polynomial X? — X € GF(p)[X] is thus split over K, and obviously K is
a splitting field for this polynomial. Uniqueness follows from the uniqueness of the splitting field of
X9 — X up to isomorphism. O

We have already seen the converse in Corollary 3.2.4, namely that the cardinality of a finite field is
necessarily of the form p™. In the following of these lectures ¢ will always denote a prime power.

Theorem 3.4.4. If K is a field, any finite subgroup of K* is cyclic. In particular, the multiplicative
group GF(q)* is cyclic.

Proof. Let G be a finite subgroup of K* and m its order. The structure theorem for finitely gen-
erated abelian group (Theorem 2.1.14) shows that there exist ni,...,n; such that ni|ng|...|ng,
m = nny...ng and G ~ Z/mZ X Z/noZ x --- x Z/nxZ (beware that the group law is the mul-
tiplication on the left hand side and the addition on the right hand side). In particular, the order of
every element of G divides ny, i.e. 2™ =1 for all x € G. But the polynomial X" — 1 has at most
ny, roots in K whereas G has m = ni...n; elements. This implies that n, = m and k = 1, and so
G ~Z/mZ.

Note that it is possible to prove this theorem without relying on the structure theorem of abelian
groups; the key observation is still that because X¢ — 1 has at most d roots, there are at most d
elements in G whose order divides d. O
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Corollary 3.4.5. For any p prime and n > 1, there exists a € GF(p") such that GF(p") =
GF(p)(«). In particular, there exist irreducible polynomials of degree n in GF(p)[X] for any n. Fur-

thermore, for any irreducible polynomial P € GF (p)[X] of degree n, the field GF(p") is isomorphic
to GF(p)[X]/(P).

Proof. Let a be a generator of GF(p")*, then it is clear that GF(p)(a) = GF(p"); its minimal
polynomial is irreducible and has degree [GF(p") : GF(p)] = n. If P € GF(p)[X] is an arbitrary
irreducible polynomial of degree n, then GF(p)[X]/(P) is a field and a degree n extension of GF(p),
so it is actually GF(p™). O

Remark. This corollary has several important consequences:

e In order to compute in GF(q) it is always possible to consider residue classes of polynomials
of GF(p)[X]. Thus working in GF(q) is no more difficult that working modulo an irreducible
polynomial and allows for efficient implementations.

e Any degree n irreducible polynomial can be used to define GF(p™). Of course, some of them
may be preferable for efficiency reasons.

Note also that in order to have GF(q) = GF(p)(«) it is not necessary that « is a generator of GF'(q)*.

Exercise 25.

1. Describe the fields GF(4), GF(8) and GF(9). Give the multiplicative order and the minimal
polynomial (over the prime field) of all the elements.

2. Let P € GF(p)|X] be a degree n irreducible polynomial so that GF(p") = GF(p)[X]/(P). In
particular, any element of GF'(p™) is the equivalence class of a polynomial of degree < n. Give
two different methods to compute the inverse of an element in this representation. Which one
is faster 7

Remark. Working in GF(p™) is not the same as working modulo p"! Z/p"Z is not equal to GF(p™)
when n > 1.

Proposition 3.4.6. The group Aut(GF(p")) of automorphisms of GF(p™) is cyclic of order n and
s generated by the Frobenius automorphism ®,,.

Proof. We have seen that any automorphism of GF(p") fixes GF(p) (see Exercise 22), so that
Aut(GF(p")) = Gal(GF(p™)/GF(p)), and Theorem 3.2.18 shows that the cardinality of this group is
bounded by n. Thus it is sufficient to prove that @, = (®,)F is different from the identity for any
1 <k < n. So suppose that @, is the identity map. Then @ (x) = 2P =z for all x € GF(p"),

i.e. every element of GF(p"™) is a root of XP" — X. But this polynomial has at most p¥ < p" roots,
which is a contradiction. O

Proposition 3.4.7. Let p be a prime and m,n two positive integers. Then GF(p™) contains a subfield

isomorphic to GF(p™) if and only if m|n. Furthermore if m|n then GF(p™) has only one subfield
isomorphic to GF(p™), which is the fized field of ®pm, and Gal(GF (p")/GF(p™)) = (®pm) ~ Z/ 7.
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Proof. If GF(p™) is a subfield of GF(p™) then GF(p"™) is a GF(p")-vector space of dimension d =
[GF(p™) : GF(p™)], so p" = (p™)% = p™? and thus n = md.

Reciprocally, suppose that n = md, and consider the field K = GF(p")®»™. Its elements are exactly
the roots in GF(p") of XP" — X; in other words K consists of 0 and the roots of XP"~1 — 1, i.e. the
elements of GF(p™)* whose order divides p™ — 1. Now it is easy to check that p™ — 1 is a divisor of
p" —1=p™ — 1, which is the cardinality of GF(p™)*. Since GF(p")* is a cyclic group, it has exactly
one subgroup of cardinality p™ — 1, whose elements are precisely those of order dividing p™ — 1 (see
Proposition 2.1.13). This shows that the finite field K has indeed p™ elements, and also that it is the
only such subfield of GF(p™).

Finally, the proof that Gal(GF(p")/GF(p™)) = (®pm) =~ Z/dZ is similar to the proof of Proposition
3.4.6. O

Property 3.4.8. Let ¢ = p™ be a prime power and m a positive integer. There ezists o € GF(q™)
which generates the extension GF(q"™)/GF(q), i.e. GF(¢™) = GF(q)(«). In particular, there exist
irreducible polynomials of degree m in GF(q)[X] for any m.

Proof. As in the proof of Corollary 3.4.5, one can choose for a any generator of the cyclic group
GF(¢™), and its minimal polynomial over GF'(q) is irreducible. O

Remark. This means that there are (at least) two different ways to represent elements in GF'(p"").
One can either work with polynomials in GF(p)[X] modulo a degree mn irreducible polynomial, or
with polynomials in GF(p™)[X] modulo a degree m irreducible polynomial.

Proposition 3.4.9. Let q be a prime power and P € GF(q)[X] a degree d irreducible polynomial.
Then

1. P has no multiple roots (in an algebraic closure);

2. GF(q%) is both a rupture field and a splitting field for P.

Proof. Since P is irreducible then P and P’ are coprime (and so P has no multiple roots) unless P’ = 0.
If P’ =0 then P is of the form ), az X kp see Exercise 23. But the Frobenius map x — 2P is bijective
on GF(q), so for any k there exists by, such that aj, = Y. It follows that P = >, bV X" = (3", b X*)P,
which contradicts the fact that P is irreducible.

We know that a rupture field for P is GF(q)[T ]/( (T)) ~ GF(q%). Let t be the class of T} it is a
root of P and generates the extension, i.e. GF(¢%) = GF(q)(t). Let o = ®¢ be the g-th Frobenius
automorphism. Then for all ¢ with 0 < i < d, o*(P(t)) = 0 = P? (¢'(t)) = P(c'(t)) since P has
coefficients in GF(q). So t,a(t),%(t),...,a% (t) are roots of P, and they are all distinct (because if
oi(t) = o/ (t) then o' = 07 on GF(q¢?) = GF(q)(t) and we know that o has order d). So P has all its
roots in GF(q%), which is thus the splitting field of P. O

Exercise 26. Let P € GF(q)[X] be a polynomial of degree 5. Find all the possible extension degrees
of its splitting field (compare with Exercise 24).

Exercise 27. Give the factorization of X4 — X over GF(p), where ¢ = p".
Exercise 28. Let p be a prime number and ¢ be an odd prime power.

1. Show that a € GF(q)* is a square (i.e. there exists z € GF(q)* such that a = 2?) iff a(e~D/2 = 1.
Can the algorithm that computes square roots modulo p be applied to GF(q)?
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2. Show that the following algorithm computes square roots modulo p:

Algorithm 3: Computation of square roots in Z/pZ*

Input : a a quadratic residue modulo p

Output: z such that 22 = a mod p

Select b at random until (b — 4a)P~1/2 = —1 mod p

f+ X2 +bX +a

Compute r = X®Pt1/2 mod f with a square-and-multiply algorithm
return r

What is it complexity ? Can it be applied to GF(q)?
Exercise 29.

1. Show that for any a € GF(2™), the equation 2> = a has a unique solution in GF(2™).

2. Let a € GF(2™). Show that the equation 22 +z+a = 0 has a solution in GF(2™) iff Z?;Ol a? =
0. (Hint: show that the maps f:z +— 22 +z and g : z — Y.1"o" 22" are GF(2)-linear and that
Im f = kerg).

Exercise 30. Let p be a prime. For n and m two integers such that n|m, we will consider GF'(p™)
as a subfield of GF(p™).

e Show that K = |J, GF(p"') is a field (Note that the sequence GF(p*') is increasing).
e Show that the extension K/GF(p) is algebraic.
e Show that K is algebraically closed.

e Deduce from the previous questions that K is an algebraic closure of GF(p), and in fact of
GF(p™) for all positive integers n.
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